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r NITRODIJCT I ON

. Certified Protection F'rofessional(CFF') and Securitv

Supe r,,isor" with Bell Atlantic Corporat.ion in Washington. D.C.. I

co.ndu,;z.ed physical security inspections of the utilities'

Telephone Central Offices(TCOs). I inspected the TCOs with an

eve for hardening the physical structure to prevent intrusion and

possible harm to the plant equipment or employees.

Increasing international terrorist activity, with Americans as

the focal point, caused me to ponder what would happen if a

terrnrist group would mount a coordinated attack on the public

utiliLies in or around a major metropolitan area. My thoughts

cr-,te..red on several themes: (1) Could it be done? (2) How could

it be done? (7) How easily could it be done? (4) What effect

would an attack have on the utilities and national security? (5)

Is surh a threat a valid national concern? Finally, (6) How

could a security supervisor better prepare an organization to

prevent or respond to such an attack?

Initially., I was thoroughlv convinced that an organization as

large as Bell Atlantic. servicing the very heart of the U.S.

Governm-nt, would have a carefully conceived Contingency

Emergency Plan(CEP) with built-in redundancy to respond to a



terrorist atta. 4.. To mv amaz;ement I soon discovered that there

Is no 0UbI..shed CEP for terrorism, nor is there redUndancv L, ulIt

into the system. Further. mv e;'uressed concern over these

deficiencies has so far met with only limited interest.

Upon reflection I feel this limited interest indicates lack c f

education as to the extent of the terrorist threat. We have

e:<perienc:ed n.o major terrorist incidents involving public

uti 1 i.t J.s on American soil . Therefore, no lessons have been

learned. We continue operating with a false sense of security.

E::onomics and a lack of understanding of the secondary effocts

-that a coordinated terrorist attack would have on public

Utilities during the post response period also contribute to this

talse sense of security.

The pLArpose of -this paper then is to explore the threat

mentioned above by first looking at the potential capabilities of

terrorist groups, analyzing the threat, and then postulating the

possible damage terrorists could inflict. I will examine past

communicatior disasters, see inq lessons learned from them.

THE THREAT

To most Americans the threat of large scale terrorist attacks

on American soil is unbelievable. This perception is fostered.

in part, by the increasing effectiveness of the anti-terrorist

activities of the U.S. intelligence community, the Federal Bureau

of Investigation, and state and local law enforcement

agencies. (1)
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-U.!. VD JlA t unde=-rs tan d -.qh at tier rori St is 7-andJ d isac ove r- /hq

or she rcommi ts ac ts of '--iol1ence~ in order-- -to Jmti eIliclen tl1v

u rders iL; .ard the LhreaLt. SUr-E,1) -ythere are no 'typical"

tc.rr--)r is t s BUt the-/ do-- ten-id to d ispl1ay certa in osyc ho-Soc i

~rlrf. 1Ies dependin'-Q uApon the ro they represent. The July 19-88

Prat.-ec-tion of Ac:set..S Bulletin) cited sig~nificant chara__ 1risticF,

for cur:!rent terrorists from c: monoo raph that :appearccd in the

April 1788 JLSS~e of the FBI Liaw Enfoircement Bulletin.

A~ part.i .;ummiary o--f tine profile indicates that the terrorist

leadership is politically -active, literate.. has high verbal

skllis well educ'ated and well trained. I see the opposite in

-the followers. ThiLs leader-follower syndromE indicates the

valatile n-ature of a terrorist organization. (2)

I.n F-Will Terrorists Go NuclearY', E4.M. Jenkins(CPP) indicates

that a great deal Of popular mythology about terrorists describes

them as mindless, irrational killers -- persons like BUndv and

Man sin .But the violent actions of such persons do not describe

most terrorists. Terrorists frequently do kill. And their

ki.llings, to a degree, are indiscriminate, but with a purpose.

Further, their killings -Are are not irrational in the conte '-t of

their politival/religious purpose. (3) Americans must understand

that terrorism is a threat or act of violence Undertaken to

*create_ fear -And focus attention on a pa-rticuklar

pojlitical/religiouAs movement.

Torror-ift Activi/ti es fail within a continuum -- ranging from



-rna!l autonomous groups fighting for Jol ±lt ir.a ]. rel gio,s or

e thnic reasons to state-directed or sponsored terror-Ism. W th

nTuclear par.ty. the INF treaty, and the continuinq arms reduction

negotiations, the 1likel ihood of a nuclear confrontation is

less R.n edo One of the neiative results of this is the potential

fo<.- an increase in terrorist activity by Countries that are known

direct. -r sponsor terrorism sLAch as Syria, Iran, Libya. North

K:.-or-a, Cuba, and some Eastern Block states.(4) State direction

or sponsorshiip of terrorist groups provides a safe, cheap, and

sound course of action, compared with the risks of a nuclear or

ccnventional confrontation. A r_2cent example of state supported

terrorist activity in the United States is the "Chicago Five"

incident with the EL Rukns gang. Five members of the gang were

convicted after an investigation found that their ringleader had

made arrangements with Libya to blow up airplanes and government

buildings for payments of up to $2.5 million. Fortunately, none

of the terrorist acts ever took place.(5) The so called Libyan

"hit teams" targeted against Libyan exiles and, allegedly at one

time against President Reagan., provide another example of state

directed terrorism.(6) Currently in the United States and Puerto

Rico, remnants of at least seven terrorist groups operate

autonomousIy. Their actions are ethnicly or politically

motivated and basically right wing. None of these groups have

perpetrated any incidents that can compare to international

terrorist activity frequently covered in the news media.(7)
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h. _mb - the ,-o .::r if -oise of most terrorist g ro ups. The

week y .:s (oad;:: : t.s of bombings in Lebanon or I re .1.nd and th

recen t cie'; 1tr.'.: . C, b Lomb :vf a .asenger plane enroute from

E.urrPc, Ut the Ur ± d !ta. tes I ustrate the point. The bomb has

Lie r, osod our .. n, p, F..eruiodol of po it ica,1 I rac ial , commerr ia-- nd

1 -o cr .ri..1,;e 'er he' cr) t eries Thu.s the mere act of

t! re ::.t -,in to, oi: or usir.g the bomb has become a symbol of

poer-. 8 )

The FBI '- '86 bomb summary showed that the frequency and

severity of bombings in the United States was down but still

considerable. The report stated that in 1986 property damage

amounted to $7.4 million, with 14 persons killed and 185

injured. Terrorists were implicated in 15 bombings.(5)

Technological advances in small but powerful weapors and

munitions have also created an environment favorable to terrorist

activity. These advances make the weapons cheaper and easier to

transport and use.

Advanced weaponry and munitions in the hands of a terrorist

group would be more devastating than any natural disaster that

h.Rs occurred in the United States to date. This is particularly

true if nuclear devices should become available to terrorist

organ i zat ions.

Although I was unable to find any evidence of incidents of

terrorists possessing or using "high tech" weapons, they are

readily available. These weapons are designed for ease of use,.

5



. I. . - ..-- z : "r .- c: s .d- d :' tr' r_ , q pow r_ 'ome 1A Ch _ .4. s

L.,.h- n 'A -. t::-1- I,- Weapon (L.Ar * .are :.. ven disposable. Hi gI h t Cr h

o ap , .- rr, mt. . :ns o er i. At .Lict, adv antages 1) They re

It t ,t- '4,.1ht .2 1 ,0V a, '- .npte to operate . They ha-.ve

miir ..-I £tr ut1 ti pDwe'r. i4 They are more accurate. {51 The.

r: L - - .- , j-:tl Entrv onto the tar-geted pr-emises. 16) The,

or .*r, , ..r I-. bilitv of esciape. (7) Finally.. they decrease

pr'ba1b L v ,cf detec-tion. Ex.amples of "Iigh tech" weapons are

the Ainrican r1--made Sd Stinger. Dragon and TOW

precision-guided munitionslFPGMs). The Soviet SA-7 and Sagger

,nis;._ _. And the French-German Hot and Milan weapons systems are

ot her e'..amples. New shoulder--fired, multipurpose assault weapons

n:-l,.de multi-shot rocket launchers. Silent grenade launchers.,

Tini-enades, and ,.eapons firing duplex or triplex

'>rtridges(that ,:c.,ntain two or three bullets in tandem) are

/ai abl. Also anti--tank rocket laur-hers can penetrate up to 2

meters of c:,'ncrete or more than 1/2 meter of heavy armor. ,- ese

rocket launchers have no backblast and can even be fired from

.nside a small room. Remote -ont'olled mortars can be fired at .

target using a timing device.(jK,) These weapons are mass

ptoduced by the United States and foreign governments for theeir

armed "orces. Some of these governments either sell to

terrr .t ,r fr u ponsur terrori.sm Ior. further their national

,_ Ln f,, ( I I )

In s.um, terrorists have the potential of becoming a major

6



0 _e E en mr-T j* -? Ltis - f c in t e t e t.

po-) sc,- h s tr. i. r,:: I.e.. e P e i-, r. ..o 1 1 a ,d t e --m i i at r r C1 e

nhe In -. (-d tata te wi.. . become nc: reas~inglv vulnerable to such

.a i ;* f: b c a..(..e I 1..h 4 tri r e in f ra.s trc uu re eurjp, r- t.

-. In r- ir*n .en 1 r-a.t1,-h a ff urH'ia tive hi h.--tech tarciet .

LESSONS LEARNE

'Th i sec ion .k-mmari zes the catastr-ohic effect that fire and

water had on communication fac 1 ities in three separate

incioen t. These incidents did not happen concurrently,. Lue to

the couraqeous efforts, e.xcellent emerg ency planning and

cooperat .on c t the Bel System, the effect in each case was

lt,_ited to a matter of weeks. However, secondary effects are

- being felt today. These communication disasters depict not

y the immediate impact on the utility concerned but the impact

.n natia.nal security(militar organizations) as well as the

effects on police, f.ire emergency response capabili'tes and

cummerocia], enterprises.

NEW YORK- I975,i12)

The following summary was ta akeri from a pamphlet released b'

,,T&T in May of 1975.

On Febfrury 27, 1975 a short c trcuit in a sub-basement 'L.a3,.kt

ca,.sed a five-alarm blaze tha-t resulted in a major telephone

service catastrophe. Within 17 hours. 170,000 telephones in

'_.,. Manh& ttan were out r-f ser ice. The fire damaged or

-7



*:,.7 ,. Ic s.d sw i tc L -,i, .--qu..-j mrC, t Wa te- d.a3m..roc, I -dO-j -r;,

1L , ,, 1 t ' "5- ,

L ,--uL I t e rviejc e to r) 0 b o ls L n .-. three m .- ,

,, 1 -r , w!-,i hi h tL') E o- i f' ti _,_-' - apartTen tE , .5 tores , iT; pn] I ._~

- h F. I o :::'o wer C ompan a.-fin off ice New Yor":

.. L I . a in L , infi..rmaries a:.nd Thi:z Der nst* n

n'i ni 41 emec ir-I - t ffort was to provide service

-,e ni..Li-e ani fire departments, a nd other vital

f:,, I ehb( :rhc)1 od -

,,c pF .n-ed restoration was beyond the capability of the

tJew ;.r .rp .nv. Mass Ive assistance from Western Electric. New

P]?reIe1. Cionnrecticut Bell. Pennsylvania Bell, the four

SL-,speake nd Fotoma: Telephone Companies and other sources was

r',-h. :Ce to aid i.n the restoration effort.

M,::.,; Le r dio-telephone Units from other Bell operating

,:,s wr--r brought in to provide emergency service. During

St--ire, -week o.utage. 400 coin telephones were also placed ir,

-.or, frcit centers, mobile vans and special outdoor rack

iocaI.iris. Usage peaked at 10K5,0 calls a day- eight times the

'Crg usage of coin telephones in that area.

The Manhattan Chapter of the Telephone Pioneers of America

_.r!.-ui-r d Iunteers t-1 vi. sit the blind and shut-ins in -he

aItec .ed are-a, to run errands. to take messages and place phone

~.1 I .. for Them. A massive effort enabled the community to find

,,-I £ -)Fs ,if the coin telephones through distribution of

8



n.p,-, all- m I;. al.dn. mapsl; wr i ttenr in, for", d (if"lferen l.- anguage-"1- s:.f'l'-

TVhe r:s-tota I.- or ef for t .impacted t he Lr anrsortati,o~n icndust-r as

we] l. hzrt. ' ruc'ing companies anid .11 a i-rI ines wei-e used to

Lr.anspo- r . I o ,r:) :f enu ieme i: to the I.i

Ari inLd nu..mber oif v", olutr -ers flrom New Yor-k and el'setwhere

al -g , i th more than 4,000 Bell Sys-.temn -_mplovcz worked around

t~e ,lc to restore the damaged TCO by 21 March .1975. Three

weeks... of fear. frustration, and teamwork proved fruitful.

Monetary loss t.o the utility, stores and corporations within the

affected area and .oss to other areas of the country due to the

deferral of equipment to the New York disaster has been estimated

to be in excess of $100 million.

NEW ORLEANS- 1983(13)

The following summary was taken from the report on the New

Orleans communication outage prepared for the Manager National

Communications System by Booz, Allen, Hamilton, Inc.

On 7 April 1983, an unanticipated rainstorm caused unusually

severe local flooding in the New Orleans area. The basement of

AT&T/South Central Bell New Orleans Main Complex was flooded

'o.sing damage to the-electrical system and the loss of both

commercial and emergency power. Without power the TCOs system

shut down when the plant's battery system was exhausted. The

system shut down for 9 hours and 45 minutes. 50.132 local area

lines were affected for 9 hours and TO minutes. 566.272 long

distance service lines were interrupted for 8 hours. Special

9



a serv ice ' h, . t ccrir t± to r thru mrre! t h-;

TCO f "t. 48B5 c~l 11:)mLm11 .C cat sor iJ. r-c:u ij t ~ d~r J. r.o d fo

The i::at of L I-II i d i Sa-S tier W. S (111inimi-Zed due t, -the t±:;iie

the !:lood tniq ht ) -and the (7f fec ts of the f lood on the morn u.r *'

1:i-,r- 1 7 rrc:)5 t gms overn ireot offr es hutdown for

dv I I. r etf r e dem(,anFd f cr-Te ~r- -Z i n -:e t-.h e a ff e ct ed ar e a t.p

5,1c~ 1t j..r 1~ -euced '.__ ''-of the c i rcufinstaFces.

~i ~hu...qhaccssto li::;nq dicstance s5ervice was riot available. New

Clr.e.na*~~not totally is3olated from a telecommunications

5i:.'ndol b-:atu-e ote -ariers maintained the capability to

c..umm'..'nilcia te throug.ih their systems throutghou)Lt the shutdown period.

Some f-.-f the seconidary ef fects of this national disaster

fl u 1.. [ I f the approximately 1800 circuits rou)Lte-d thr'. the

o anaged TCO for use of the United States Transmission Systems

i'U.TS ,,5 oercent re-=mained in :.ervice all special service

citrcuits were_ out, inc lUding service provided GSPI & MCI: .an'i

r- t imn trsHd .1) per cent of the t00Telex- Circuits and 700 TWX

c-ircuits provided Western Union were out of service; Satellite

Rusiness Systems (SF35) lost the '...se of its, WATS ex..tension to

outlying cities for a short period.

The effects on federal, state, and local government offices

red. The =,everity was reduced by closings due to the flood.

Military installations reported that the 0Lut.ge either disrutpted--

or severely imp-aired their mission performance. The losof

10C



f ikJ f.v at t. chA * Vol i7i Ne tk-w.. r- 1' . I jIJ 1 i I.-~I.LJPV ~ 1 1 ii" c- r).) nWV

'_'U T 0 D'N) Fed eraI T elehe P h.)1-1EF em ( FTSE ).:ind lorn i1:acc

ser\/ice Tia e it a] 1 moost 1ipos'5I- hi .C fo:r mIT ii taqr- a c.-t LV F. t

co L.cthi r hedr.rtr he Navia 1'ixr- a.L orFi los t itc

~ 0 h~ ~~'vj_-e-Ircj.t:= neI-eded 1t0o~rycu its re--ooritbi Lt.

i. ur r i i_ a pre' E- c-, i j n i. r:-e n Thp v r F al1 ;o sta-.tedJ t hat

?' U. ~j~&ri ~a. v o f 1the Ai. r Na-.t . ia 1 =x Gui-ard ind. ~ir:A ted the c u Ld

not-- have." I Ai c hed hir r dfen-ive/inter-ceptor f iqhter aircraf t

t h-:4 I- wi7re ron a I.cr-it I f f o r -ceFs ha- d been mnob iliz ed d Ur i-CiQt he

sh tti Io w i., t-ih Navy Reserve WOUld not have been able to pierform

(7 r f i rc: acI c:o)rd i na t ion f unc t ions. The Navy. CoaSt Gu',Ard and

Arm inato 13L1ard resorted tueofMilitary Affiliated Radio

-yS teir kMARS) stations. HF and FM radio networks. The Governme-t

Serv.Jice- AdministratiLon 's (GSA) e ,cperience was similiar to that of

the (7iIi tary/. Its FTS access lines were not restored until Aprt.1

8 due to fusing problems in the New Orleans TCO.

The trot severely handicapped government organization was the

Federal-% A~viation Administration (FAA). Loss of service to the

F"g''s Houston center made normal air traffic control imposible.

5 pec ial 'Service circuits, pr-oviding data transmission

capabil1i ties.. preclUded the automAtic hand-off of air traffic -And

CalSed the FAA to route traffic zAround the New Orleans area.

Theyas had to impose flow control nationwide for air traffic:

destined for New Orleans. The cooperative actions taken by the

FCC. AT&T. and the White House in response to this limited



h.- hL td,:-1w n w04ere is fo 11 ows Tota 1 1. f:t.) com rn trationc-- !:,etw e:n

!:h? 4.kvs..,r c enter- and the N OQ, r I P, n c'-,i. ec tor cente r was

considered a aior prc, b.em l::t-i FAA ,-:ficii 1.s F A r-egior.,al

he..AdcIL~a r ters off i.c ia. I s cal ed t he AT&T National Accounts Uft~co

Lr, Washi ngt.rr and determined that AT&T could use ml itarv airlift

k.-ap :,.. . I rIar(sport an eflercelc :c-!nc v satel.l1ite terminal f rom

Atan.,1-a :-, N ew Or-leans. FAA headquarters in Washingt.n beg.an

coordinating with the Fentagon for suitable airlift. FAA

pers,.nnel reported that within a _- .uple of hours the approval for

the use cf -? C5A air-craft had been obtained from the Executive

Office of the President".(1.4) The process moved rapidly to a

point that instructions were being prepared to direct the tractor

trailer dr-iver to the correct loading area at the air force base

in Georiia. Communications were restored prior- to implementing

the plan.

Response to this commu-,ications disaster was well within the

,apabilities of the local Bell System and AT&T personnel.

Assistaice from other telecommunications carriers was not

necessary. Flooding at a different time of the day or of a

longer duration may have caused greater problems.

CHICAGO- 1988(15)

This summary of the Hinsdale communication disaster was taken

from an article which appeared in the September 1988 issue of the

Protection of Assets Bulletin. Additional and more specific

information on this incident will probably be available after

12



j- vt " !- F.r t t .P i CIE .( i -...! --o , :_n 1.' 1 ]J . t.4 t-:

i)n Mu:: ther-'o7. Day , Su.nda' , 8 May 19'8 a f..ire a.t a H.nsd..Ile

T I. L i T r,.: a t. s e d d aW hich approached the V7 N.ew Trk

f'.,:., The I 1. .trvo-s ,omp..4ny i's s ti 1 . evi ewiing and as-essi-o the

a.lrr.-le S t this time. What is known are the facts reported t.,.,

1 i, :re . at that time, The TCO WAS Ltn-CCtU:i.ed on week.ends. h-

ftr'e 1:-:itrned for appro:-<imately .7C) iinutes before a fire a.larm wa,

r;ot.i,. ,cad by a console operator located in a telephone company

fa,::. :i. ty -.5 miles away in Springfield, Illinois. Reasons for

the delay :.Ln noticing the alarm, reporting the alarm to the local

fi re depFartment and the local fire department response are not

qu te nlar. The results of the fire were catastrophic. The

Telephone Company's direct equipment and repair loss was over $3i

m.ll Ior. Service was lost to 35,000 local subscribers. 1.181000

Lonq distance lines and 36.000 Special Services lines (data) were

disabled. Subscri.bers included major corporations such as

Eastman Kodak. Rockwell International, Hyatt, FTD., McDonalds.,

United Stationers and Ace Hardware. As in the previous

communications disasters, the secondary effects were

.<nJn1.f i cant. FTD had processed almost all of its Mothers Day

1rDrders, so their losses were minimal. United Stationers

relocated .; ts operations but still lost an estimated $10 million

in orders. Company officials estimated there would have been an

additional $70 million loss if they had not had an alternative

plan. Ace Hardware lost contact with 5 of its 15 distribution

13



Sr, t -, r s a nd d ata. [-h aad t5 b. r) wr, n I. r,. I) r d e r p r :D c e n-:- q i .r-,

d 1.. d ..yE) d rEsh ord-rs were i-r ..:p'.. y o t In addit.ion to t-e

I ,.o-:s ,c: f 1 oc a : [ e a : .,..< C i:es *E t hitT'e as a 1 . ] o--.ss o f c on t!. w . J:L th 5'.

t I haTr o : crr.,.-I
1-. 7 C. .. .. ... . ...

e ,. 5 paper io'es n' n f ffer .-tn in depth study of -the thri-e

:::, muni ±,:-at ior a d i 'astoe . B'. t wh :: iTIv reiiew of the d .- _sters

"a is sme sense of the iTacnf.n.tce of the impact of a

-::mmu n"atio ii disaster. A1.so the, . are lessons to be learned

f-om them -- lessons that can be Used to better preoare the

telecommunicati.ons industry for possible future incidents of an

organl.zed terrorist nature. The key to formulating the lessons

learned is to visualize each incident as happening at the same

ti. me, but not due to a fire or flood. Visualize the effect a

coo.)rdinated terrorist attack on multiple targets would have in a

major metr'opolitan area such as Washington, D.C.

Three lessons stand out. First, any major incident involvIng

either the electric or communications u.tilities in one or more

metropolitan areas would have a devastating effect or-,

not only the utility concerned but publ.ic health and welfare,

public order and national secur.ity. Second, jt is i.mperat.ive

that every public utility have a well. thought out Contingencv

Emerg,-,n-:y Plan(CEP). Third, a '-onstant state of cooperation

m..-st o'. ist between the private sector, federal , state .and local

governments.

THE CONCERN
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FI' rev jwin the I i ter'<.)tU.re rn t ,r r"r .. sm .flnd re ,-:. t F, Q ,.

Lhe reac:.,,on ,f my peers when ' inr- ut. rE-?d , . .. rpe.r~ I h.t .:-

jai. orit. n -the % e r.i. can p b ic ". I a w ,:ncerr, :.T co- te,"rcr i. '(n

wi t hir, th e U n i ted States. Most feel terrorism :i's e.n

i rn t . n , I po I em .n --- t a n t r o-nt i,-nal, Lrob.e,.

O.r-, the oth(.,r hand , c:orp,r.:o.te Amer-ic: s concern lE, . iLs i. .

P. r _ :And r-: t.,:.rr.ar:j.t .ct' are perpetrated a.cainst t iir

,.se:s 'vent',.lres and they become aware of the vulnerabi1. ities

h ir n tihi-e Lini ted States.

The Federal Government is highly. concerned. An interview with

a sentor xff .ctl 3f the National Communications System r-evealed

that hi.qh level, government and corporate ex.ecutives of the

,o,r.nlr:at ions industry have been studying the threat for the

p.a.st seven years.(16) This groutp, the National Security

Telecommunicatiors Advisory Committee(NSTAC). meets with the

Pregsident --nd his staff twice a year. One result of their work

has been monies akllocated by the government to reduce

Vu.Inorabj 1. ties. ( 17)

The U.S. Army and Air Force have expressed their concern w.i.th

terrorlsm by placing the operational concept of terrorist

Artivity in one of four major- operational categories under

Low-Intensity Conflict(LIC) doctrine. The other categories are

insLurgency and counterj. nsurgenc'y, peacekeeping operations, and

peacet.me contingency operations.(18) This doctrine speaks to

LtC as often localized, principally in the Third World. but as

15



-- n m J.r r e g iona a~ nd ibc.1 o . -:: I eci I. t'.. .Lmp I Ii. iz.L !r . 1.

T he Fed er I &:ov-7 r-n men t L -so E: - r-r-es s-cd i s r-1 er: ;z rnf ij t hL ~

t o rr i t F r-'vh to the Un~i twd (3ha~ *i n !- pub].c Ic d_ _ii'mnt

c ti t.l1 d tf-e Fublic Renort o f t-h e Vice Er ei d en t's7 T s k Foc)r rce-- rI

T)t 111 Ter Th- repor-t -tates tf-ai-

-t 1. .in rah b1- i ty 1 1.o Ji. rn ira c.1 Y , in the. strength of
C-) p En O. sit Y a nd h-I c h I y p rh .i -1. t ed .Ln f rasIt ruLct ure

T- --, i.-) r t a t. Lon , enr-i.rg y c- cominuni ic at ion s , f i -ran c e, irndu strI-
fflt.:t :i (-- n defnse, dlip] omacy and clovernnrt itsel f re ly or-
i-n trIicate inte rrelated networles. Giver these inherent

vuierai . * tisand the f*~rt that rAmericans are increasingly,
tihe target-- of terrorist attack.s outside the United StAtes.
4t tJo apparerit that a potent.ally serious domestic threat

.xists, (20)

Witho)ut doubt.. thr- poLential domestic threat is real'

Iechnoogyhas actually "giftwrapped" sensitive high tech

infraStrukctk.re suApport systems into small boxes. Increasing

Mount ofcmmnctions ;are located in single locations d1Ae to

the introduction of "Fiber Optics" and the fully automated

"Electronic Switching Systems", thereby increasing systemi-c

-/ulnerabil.7ty. The economics of ceintra.izing communication and

electronic equipment, while attractive to corporate execu..tives.

JI';- potentially disasterouAs withou..t redundancy. The establishment

of the NSTAC and the response by goivernment agencies in

Washington, D.C. to the New Orleans co0mmunication disaster are

indicative of the effects these disasters have on national

se r:.1ri t-Y Federal , state and local law enforcement agenci es are

dongn~ an ou.tstanding jo..b identifying, track~ing, and apprehending

act:.:olknd potential terrorist groups. But they cannot do the

.16



" I .. 1. ., rIe Th- e L:ommiiun 4 i: t r i pcwe , an r_ tran s porta tior-

1.r duIJ i.e- ; A:."e C1, in t erre L .ated tI-t they,' mu st i r. i- fcr-_es w ith

c,-rnrmT, t I . J-g c t;:, devei lop ef fe t pre- .and

po;t-.--.s o , se,s t o po ten t ia 1 domest c terrorism.

I- ng -d. . a to fly ;:orporatio)n on ways to hard en thne

pj hysica p1, t, .dd redurdancv, and estab lish a we11 Fi!.anned ard

,;:_ordi,-,ated f7ntiriency E:.ergency Flan would better prepare the

a-tin t o prevent or respond to a terrorist attack.

Hart:ning of tie physic:al plant offers only limited security.

But efforts should ::ontinue to increase the difficulty of

unnotic-ed physical entry and at least provide an early warning of

any malfunction in equipment or attempted forced entry. Security

Quards and CCTV are the keys to hardening the physical. plant.

However, redundancy is not regarded as "economical" in light of

the currently perceived threat. Government

itnsisteneIregulatior,) and assistance(money) and industry

cooperation are key to establishing alternative means of

communication and power availability. Limited CEP exists in

every organization. However. a great majority of these plans

address only natural and man--made disasters. Many that address

terrorism cite only kidnapping as an act of terrorism under the

heading of Executive Protection. Corporate security training is

oriented towards verified threats(bomb.,firework stoppage etc.).

Other c-ontemplated threats depend on the region the corporation

is located -- for example the hurricane belt or the tornado

17



bet . The Federa 1 Gove rnmen - has cgener--;. orient ed itL

praparedness on nat'-ural disaste-r- and c0i1-entior .1 o .,n_ c].eav

,.rj.. - rp ;-, se. 1 -[ jhe e.:on.n.c: orion r a t no i, rof p--.-ra

Ameri-. . to so-me extent. of the Federal G,.,vernment pF,-,d, .

T.;-i Di iv for" se tr.inq r.i j=- inst t hes.-e known threats. In BL.mm i

,_- -... .- E i C a.:-V W t t"ez n .in a va,-uum with no apparent "ho ght

, d-r-.dirc of -ffects :n other entities within the

meti ltr area. I feel that a coordinating document with

ra'-.i .nal level emphasi s and giuidance should encompass all local,

s.tate, and federal interests.

A NATIONAL CEP NCEF'.)

The three primary goals of a CEP are, in order of importance.

1) the protection of life, (2) protection of property, and (7)

the restoration of normal activities.(22) The vital first step

in development of the CEP is the establishment of an overall

National Disaster Response Plan (NDRP). There is no need to

re-invent the wheel. There is a wealth of e.,pertise in

formulating, exercising and implementing CEF's in America. All

that is needed to address the potential terrorist threat is to

integrate this e-pertise into a National CEP (NCEP) with the

•.u1. backing of the Legislative and Executive branches of the

Federal Government. The NCEP would replace mutual assistance

--tgr-ements ,t times of national disasters. There are two sound

reasons for a National Contingency Emergency Plan. First, it is

imperative that active partnerships between the federal, state

18



n W, :::c-l ,:,o'v.erlnments5 and pri vat:e ,:::r-anizttions be- f:rmula d :-,

lessen the in. l effe, o-. f ... r t:errorist inc den t or

cnerted: serie of inci dent,. Secon d , wit :hou a NCEP. muli.:.ple

disasters Linvolving commLnic:ations and electric power u.tili ties

and the _ r r- totwor-.k nou i d verv well affect nationa l

-e,,r Li i, .. : iea ea th and we l fare arid U.S. national an

in ternat1:ion~al satiab:ility.

,Every u' ,.ti.ity corporation whose activities are predetermined to

be of vital concern to J.S. national security interests should be

represented, inclLding AT&T. Regional Bell Operating

Ccmpar.tes(RBOC's), and Con Ed:ison Power.

The F31 is designated the Lead Agency of the Federal

Government, with the responsibility for coordination of the

fede'-al response to terrorist incidents that take olace within

U.Sterritory.(27.) This agencv would oversee the NCEP thru the

Federal Emergency Management Agency(FEMA), which would be

,-esinsible for developing, testing, and implementing the plan

with the assistance of the Department of Transportation(DOT),

Department of Energy(DOE), Department of nefense(DOD). and the

National Communication System(NCS). FEMA would design a NDRP

concentrating on the areas shown below.:

National Disaster Response Plan Areas of Concentration

for Development .1f the NCEF

Qnea Responsible A enc

I. Education of the public. Federal, state and local
governments and private
sector.

2. Intelligence gathering. Federal, state and local

19



-. Lc~r I~hfl~t sf t r o r~~ i . :es

nre -2, n L1 F, F (A 1-:

ri sd -~p~ rl>E~ foatlr I. ~er 1n F :e do e. r: 1

I g c, v. repsi r T enr S i3n.

I' v ri-ids ojf it r sl _

- I .:1-J .;eciuri tv restorat ion

t 3 te £Sfld 1.l-cal1 fuLn ds a Iong wit h co r Dora te f und3

shic-ulid Le ea-rmarked for the plan, with emphasis or- tfhe

~w~'f.st±os.transportation ,and electric power indu~tr'-m,

Fio Li m~phas-Lis ho be on restoration. Ra p 1d r e -5t or 3 t i , m

would eoms the f irst and second primarNy c oals of CEF, 3fld

1, --,,t~e .ecr- j dar- e ff ec:ts on other portions if the

x r.. f c:. Lure not diLrectly A-ttac--ked.

11- , .f, :LR woulid place national reSOUrceS uip front

.~'~I'-.-~of i:o:rporate resources to better respond to a niatiorisl

TILs paper has exsplored the potential terrorist threa--t L!n thon

l ight -.;f past communications disaster-T It then postuletes tl'-;e

~cJLiedamage terrorists could inflict throtcth examiningq

Fio-terJai-41 :-o-npArr'bie disasters. Finally. it e~jtrarcts lo -sonc:

lear ed f r-o'Lid lead to coordinatEAd planninq for SLuch

d I sSte r. s ven tho)ugh eazch dit.aster happened in isolati-on.

?,r-41Pcw)15t:.3ii of jill the events happening in concert becRu5e .Df



I z Ii ) l : ]i LmpPssib 2;a:t

enrn

p. .r

T" t~pt ± I nnui ad ourA infratrcture suggeQ(st tb tr

!We Knw tt m false sen o~ie.f securitby wgould be VIA.
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